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[bookmark: _Toc154284663]1. PURPOSE & SCOPE
1.1	This document describes the requirements in Total Lean Management (TLM) QMS Software for System Security and Electronic Signatures at Company Name and provides validation procedures for converting an existing on-site TLM deployment to the hosted version of TLM to include the TLM Web Application.
[bookmark: _Toc154284664]2. RESPONSIBILITES AND AUTHORITIES
[bookmark: _Toc154284665]2.1	The assigned Management Rep has overall responsibility for this document.  Any changes to the functions and features shall require this document to be evaluated, and if necessary, updated and the system to be revalidated. 
2.2	Management Rep shall ensure all users are trained prior to use of the system.  
2.3	The Management Rep shall ensure the requirements listed in this document adequately meet the business needs for the area of System Security / Electronic Signatures described in section 5, Requirements.
2.4	The Management Rep is also responsible for coordinating any changes to either user requirements, or planned updates to TLM, so that updated revisions of this document and corresponding test protocols can be obtained and executed as needed.
3. TEST PLANNING
3.1	This test assumes that there are employees, job descriptions, and other document related data set up in the system such as document checklists, work centers, etc.  
3.2	The test plan is to create a new user, assign them to records that require signatures and test log in and signature features. 
3.3	Also part of the test plan will be to set up non-document training with links to released documents that require training to test web app features that require users to open documents before taking non-document training quizzes.
[bookmark: _Hlk150851510]3.4	The following requirements have been established as being necessary for the system security and electronic signature features in TLM at Company Name.  The requirements are listed in approximate order as they appear in the corresponding test protocol to facilitate testing and accountability.
[bookmark: _Toc154284666]4. TERMS AND DEFINITIONS
4.1	System – Refers to either/both the Main App and the Web App.
4.2	Dashboard – This is the list of assigned tasks in both applications with links to navigate to where the task is completed.
4.3	See terms and definitions in TLM for all other terms and definitions.
[bookmark: _Toc154284667][bookmark: _Hlk152212963]5. REQUIREMENTS 
[bookmark: _Toc154284668]5.1 	System Requirements
Test plan:  Import existing user data from an existing TLM database and test login and electronic signatures from both main app and web app using known user credentials.

R1.1 - 	The System shall operate from any workstation that has an internet connection.
R1.2 - 	Interface with company network infrastructure including printers and email.
R1.3 - 	Pull time information from for the same time zone as the company network.
R1.4 - 	Prevent the time from being changed by anyone other than authorized personnel.

[bookmark: _Toc154284669]5.2 	Security Requirements
R2.1 - The System shall require a username and password to access the system.
R2.2 -  Administering user credentials will require a specific permission that can only be granted by the Management Rep assignment.
R2.3 -  System settings will provide the ability to enforce multi-factor authentication via email.
R2.4 – The system will support automatic authentication based on Active Directory credentials so that logging into the datacenter portal will allow authentication for TLM as well.

[bookmark: _Toc154284670]5.3 	Passwords
R3.1 - Can include alpha and/or numeric characters.
R3.2 - Permit use of special characters 
R3.3 - Not be in a readable form during entry.
R3.4 - The System shall allow periodic password changes.
R3.5 - The frequency of password changes can be defined.
R3.6 - The system shall allow for settings to prevent any of the previous 4 passwords from being reused.
R3.7 – The web app will provide a Lost Password recovery process via email.

[bookmark: _Toc154284671]5.4	Electronic Signatures
R4.1 - Maintaining the uniqueness of each combined identification code and password, such that no two individuals have the same combination of identification code and password.
R4.2 - Ensure that usernames and passwords are periodically checked, recalled, or revised.
R4.3 - Use transaction safeguards to prevent unauthorized use of passwords and/or identification codes, and to detect and report in an immediate and urgent manner any attempts at their unauthorized use to the system security unit, and, as appropriate, to organizational management.
R4.4 - Both the username and password shall be required at the time of signing.
R4.5 – Signed electronic records shall contain information associated with the signing that clearly indicates all of the following:

(1) 	The printed name of the signer.
(2) 	The date and time when the signature was executed; and
(3) 	The meaning (such as review, approval, responsibility, or authorship) associated with the signature.
(b) 	The items identified in paragraphs R4.5 (1), R4.5 (2), and R4.5 (3) of this section shall be subject to the same controls as for electronic records and shall be included as part of any human readable form of the electronic record (such as electronic display or printout).

[bookmark: _Toc154284672]5.5	Account Lock-out 
R5.1 - The System shall permit the inactivation of any user by authorized personnel.
R5.2 - Deactivation of an account can be performed manually or automatically.
R5.3 - Successive failed attempts to enter password information correctly will deactivate the user’s account based on system settings.

[bookmark: _Hlk152307904]User Relationships:
R5.4 - The System shall permit the entry of the user’s Title by linking the user to a Job Description document in the Document Management Module. (See VAL-TLM-02TP)
R5.5 – The System shall provide a field to capture the email address of users.
R5.6 - 	The main app will support the management of allowed leave days for each user, and the web app shall support the request of leave days based on allowed totals.
R5.7 - The main app shall allow multiple links between the user and departments (Custom field 90) 

Auto Log Out 
R5.8 - 	The System shall log users out automatically after XX minutes of inactivity based on system settings.

User Profiles and Privileges 
R5.9 - 	The System shall permit the assignment of defined roles.  
Roles will include:
– Managing Employees.  This permission setting will allow a user to create, modify, and deactivate users including assigning usernames and passwords.

Additional Requirements
R5.10 - Print Utility – The system shall provide a utility to print files directly.
R5.11 – System (minimally the database) is to be backed up on a daily basis and should be able to be retrieved in a timely manner if required.
R5.12– The system should have Outgoing e-mail capability via SMTP server.

Audit Trail Requirements
Integrity
R5.13 - 	The system shall maintain an audit trail that shall reliably captures specific activities performed within the system whose traceability has been identified as having the potential to mitigate risk in the specification documents for individual areas of TLM.
R5.14- 	Audit trails cannot be changed or deleted by any user.
R5.15 -	Accurate time stamping is provided based on server clock.
R5.16 - 	Identify the individual who performed the activity.

Comprehensiveness
Audit Trails for general system use shall include:
R5.17 – Management Rep Assignments
R5.18 – Changes to System Settings
R5.19 – Auto Lock out events after login failure.
R5.20 – User Login / Log-off times




[bookmark: _Toc141072426][bookmark: _Toc154284673][bookmark: _Hlk141069589]6. TEST PROTOCOL RECORDS

	
Test No.
	User Requirements
	[bookmark: _Toc141072427][bookmark: _Toc154284674]6.1 	System Requirements 

	T1
	R1.1 – R1.4
	Prerequisites:  TLM has existing user credentials imported from an existing TLM installation.
Summary:  Attempt log in with incorrect username and password, then Log in as an existing user, then create a new user.
Video link for full test case tutorial: https://vimeo.com/tlmsoftware/val-tlm-01tp?share=copy 
Observed Results after following test case video:

	T1
	
	Input
	Expected Results
	Pass

	
	R1.1 – R1.4
	Log into TLM main app as existing user, but first attempt incorrect username and password entries.
	Access is granted only to correct/existing username / password combination.
	☐

	
	
	Log into TLM web app as existing user, but first attempt incorrect username and password entries.
	Access is granted only to correct/existing username / password combination.
	☐

	
	
	Click on Send Mail button on the TLM main app main menu
	Send Email screen opens
	☐

	
	
	Send email from main app
	Email is received
	☐

	
	
	Send email from web app
	Email is received
	☐

	
	
	Print from main app and web app
	Both apps allow printer access
	☐

	Notes for any additional requirements and tests performed.
☐Time zone and time displays:


	Test 1 Completed By (Print Name):

	Signature:    (Signature on file in TLM)                   Date: (See TLM Release Date)


[bookmark: _Toc141072436]
	
Test No.
	User Requirements
	[bookmark: _Toc154284675]6.2 Security Requirements

	T2
	R2.1 – R2.4
	Prerequisites:  Completion of T1
Summary:  Test user access with and without multi-factor authentication enabled in system settings.
Video link for full test case tutorial: https://vimeo.com/tlmsoftware/val-tlm-01tp-t2?share=copy 
Observed Results after following test case video:

	T2
	
	Input
	Expected Results
	Pass

	
	R2.1 – R2.4
	Log into TLM and change MFA settings for both the web app and main app to require MFA
	System settings are saved
	☐

	
	
	Log out of TLM and attempts to log in. 
	TLM prompts for MFA code and send an email with the code to enter.
	☐

	
	
	Attempt to log in with incorrect code
	TLM does not allow access
	☐

	
	
	Attempt to log in with correct code
	TLM logs in to the main menu
	☐

	
	
	
	
	

	Notes for any additional requirements and tests performed.
☐System Settings:


	Test 2 Completed By (Print Name):

	Signature:    (Signature on file in TLM)                   Date: (See TLM Release Date)



	

Test No.
	User Requirements
	[bookmark: _Toc154284676]6.3 Passwords


	T3
	R3.1 – R3.6
	Prerequisites:  Completion of T2
Summary:  Test the web app and main app password reset feature.
Video link for full test case tutorial: https://vimeo.com/tlmsoftware/val-tlm-01tp-t3?share=copy 
Observed Results after following test case video:

	T3
	
	Input
	Expected Results
	Pass

	
	R3.1 – R3.6
	Open web app and click on Forgot Password button.
	The web app provides an email field and sends an email with a temporary password if that email address is being used for a TLM user.
	☐

	
	
	Use an incorrect password to log into the web app
	Access is denied.
	☐

	
	
	Use the temporary password from the reset email.
	Web app allows the user to log in.
	☐

	
	
	In the web app, click the setting icon (Gear) and reset password. 
	Web app resets password successfully and does not display readable characters during password reset.
	☐

	
	
	Change the password reset days in the main app on the system setting screen to 1 day.  Reset the password date in the MySQL database to yesterday, then log out of TLM.
	When logging into the main app, TLM challenges the user to reset their password.
	☐

	
	
	Enable and test the password and security system settings needed.
	TLM enforces the system settings selected.
	☐

	
	
	Reset a user’s password using  the main app and indicate reset is needed.
	User can log in with new password and is challenged to reset their password afterwards.
	☐

	Notes for any additional requirements and tests performed.
☐ Minimum password length:                              ☐ Inactivity:
☐ Alphanumeric characters:                                  ☐ Lockout:
☐ Unique resets:                                                      ☐ Triggered resets:

	Test 3 Completed By (Print Name):

	Signature:    (Signature on file in TLM)                   Date: (See TLM Release Date)





	[bookmark: _Hlk150933020]
Test No.
	User Requirements
	[bookmark: _Toc154284677]6.4 Electronic Signatures


	T4
	R4.1, R4.5
	Prerequisites:  Completion of T3
Summary:  Create a new user and attempt to duplicate username. Release a document to test approval signatures and training signatures.
Video link for full test case tutorial: https://vimeo.com/tlmsoftware/val-tlm-01tp-t4?share=copy 
Observed Results after following test case video:

	T4
	
	Input
	Expected Results
	Pass

	
	R4.1, R4.5





R5.3, R5.4, R5.5, 5.12, 5.17, 5.18, 5.19
	Create a new user and attempt to duplicate a known username already entered.
	TLM warns that duplication of the username or employee ID will prevent the data from being saved.
	☐

	
	
	Submit new user info with duplicates of existing user info
	The data is not saved
	☐

	
	
	Approve and release a document, then sign off on the training record using both invalid and valid credentials.
	TLM only applies the electronic signature record for valid credentials and locks out the user if maximum attempts is exceeded.
	☐

	
	
	Use database access to change the password date to a past date and then log into TLM
	TLM challenges the user to create a new password.
	☐

	
	
	Set the system setting for lock out attempts to 3, then enter invalid credentials three times for any electronic signature.
	TLM locks out the user and sends an email to the Mgt Rep that does not require user intervention.
	☐

	
	
	Click on the signature date of any electronic signature record. 
	The meaning of the signature is displayed and can only be edited with Mgt Rep assignment.
	☐

	
	
	

	Notes for any additional requirements and tests performed.


	Test 4 Completed By (Print Name):

	Signature:    (Signature on file in TLM)                   Date: (See TLM Release Date)



	

Test No.
	User Requirements
	[bookmark: _Toc154284678]6.5 Account Lock-out


	T5
	R5.1 – R5.21
	Prerequisites:  Multiple user accounts will be needed, which we will call the Mgt Rep account, User 1 and User 2
Summary:  - Manually disable a user’s account, and verify access is denied
· Reactivate that user, configure departments and leave days, then make a vacation request via the web app.
· Leave TLM without input past the inactivity system setting.
· Log in as new user without Manage Employee permission and attempt access to employee information.
· Print a document from the web app, and reports from TLM
· Open action tracking report to verify recent system setting activity was logged.
· Open the Activity report to show log in, log out times, verify against recent activity.
Video link for full test case tutorial: https://vimeo.com/tlmsoftware/val-tlm-01tp-t5?share=copy 
Observed Results after following test case video:

	T5
	
	Input
	Expected Results
	Pass

	
	R5.4-R5.7
	Create new accounts for User 1 and User 2, set up permissions, Job Titles, allowed leave days, and email addresses.
	Main app supports all needed relationships
	☐

	
	R5.1 – R5.21
	Log in without manage employee permissions to the main app and attempt to access employee username or password fields.  
	Employee can only access their own employe record and change their own password.
	☐

	
	
	Log in with manage employee permissions and change employee setting for other employees  
	Employee can be inactivated or activated, and employee information changed.
	☐

	
	
	Set the auto log out for 3 minutes and don’t make any inputs.
	The main app TLM login screen appears.
	☐

	
	
	Open the Reporting screen for TLM module and print the employee roster.
	TLM can print to file as well as to local/network printers
	☐

	
	
	Attach employee roster to a TLM email and send to yourself.
	TLM sends email with attachment.
	☐

	
	
	Open the module reporting screen for Management and look at the Database Event Tracking Reports
	These reports accurately reflect session activity to include 5.18 – 5.21
	☐

	
	
	

	Notes for any additional requirements and tests performed.
☐Custom Fields:
☐System Settings:

	Test 5 Completed By (Print Name):

	Signature:    (Signature on file in TLM)                   Date: (See TLM Release Date)



[bookmark: _Toc154284679]7. RESULTS REVIEW SUMMARY
Identify any issues encountered during the installation and verification process and describe the resolution that was implemented to fix the issue. 
If no issues were encountered, the reviewer can simply state that the protocol has passed without error. 
	Test/Step
	Tester Comments
	Reviewer Comments
	Resolution

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


	

	The OQ/PQ Qualification for these tests are:

	☐ Accepted without remarks

	☐ Accepted with remarks (see the review summary)

	☐ Not accepted. The software is subject to modifications and reinstalled/updated.

	Verifier Name:
	
	Title:
	

	Verifier Signature:
	

	Date:
	





[bookmark: _Toc153447092][bookmark: _Toc153697010][bookmark: _Toc153698247][bookmark: _Toc154284680]8. TEST REPORT
This section summarizes the results of the executed testing protocol VAL-TLM-01TP for system security and electronic signatures, which tested and verified the various system settings and operational characteristics for these features in Total Lean Management (TLM) QMS Software system in use at Company Name, in order to meet ISO13485 training requirements. 

Testing was initiated on revision 505123, build 31, build date 12-17-2023. Testing was performed during the dates of ___________ and _____________. 

After verifying the requirements adequately addressed company needs, they were approved and released in TLM.  The test protocol was then used in conjunction with the testing videos to test each requirement using a copy of company data for validation.  

The test protocol videos verified the ability of the system to control user access and provide cyber security and electronic signature controls.

There were no deficiencies found during testing, and all user access and cyber security / electronic signature controls were operating correctly and efficiently to fulfill ISO13485 and 21 CFR Part 11 requirements for electronic QMS software and electronic signatures.  

[bookmark: _Toc153447093][bookmark: _Toc153697011][bookmark: _Toc153698248][bookmark: _Toc154284681]9. Conclusions 
After review of the testing protocol and resulting completed and verified deficiencies, it was determined that the Total Lean Management (TLM) QMS Software system was configured correctly, and all user access and cyber security / electronic signature controls were operating correctly fulfill ISO13485 and 21 CFR Part 11 requirements requirements.   

The system may be released under revision 505123, build 31, Build date 12-17-2023 for general use on the operations database for Company Name after completion of the above-mentioned report.

If printed, this document is considered uncontrolled after 24 hours from the printed date and time stamp	12/24/2023 4:32 AM
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